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Abstract: Large language models are increasingly used to interpret operational 

evidence during cloud incidents, yet centralized retrieval over logs, traces, and service 

graphs creates privacy, governance, and scalability risks in distributed environments. 

This article presents SPRINT-RAG, a secure partitioned retrieval-augmented 

diagnosis framework for privacy-preserving incident analysis. The framework keeps 

raw observability evidence within tenant, service, or region partitions, performs local 

event retrieval and risk encoding, and exposes only policy-filtered evidence summaries 

to a global diagnosis layer. A controlled partition benchmark with 4,800 incident 

windows, 18 service groups, and three workload-drift regimes is used to evaluate 

diagnosis quality, evidence use, communication cost, and leakage proxies. Compared 

with centralized retrieval-augmented diagnosis, SPRINT-RAG improves F1 from 0.842 

to 0.874 and top-1 root-cause accuracy from 0.681 to 0.724, while reducing the 

leakage proxy from 0.139 to 0.043. Compared with local-only diagnosis, it improves 

top-3 root-cause accuracy by 9.8 percentage points with a moderate p95 latency 

increase of 1.54 s. Ablation analysis shows that partition trust weighting and cross-

partition evidence summaries are both necessary for stable performance under drift, 

while leakage filtering provides the largest privacy gain with limited diagnostic cost. 

The results indicate that secure partitioned retrieval can make LLM-based incident 

diagnosis more compatible with multi-tenant cloud governance without sacrificing 

operational usefulness. 

Keywords: Large Language Models; Retrieval-Augmented Generation; Cloud 

Incident Diagnosis; Secure Partitioning; Root Cause Analysis; Distributed Systems 
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Cloud platforms have become difficult to operate because incidents rarely stay within a single component. A tail-

latency spike can begin with a storage queue, propagate through service dependencies, trigger autoscaling decisions, 

and end as an application-level failure. Recent work on zero-shot anomaly prediction, log-event graph modeling, and 

dependency-aware spatiotemporal learning shows that diagnosis increasingly depends on evidence distributed across 

logs, metrics, traces, and topology views rather than on a single alarm stream [1], [4], [24]. At the same time, 

operational evidence is frequently sensitive. It may reveal customer identifiers, access patterns, deployment topology, 

or regulated business states. This tension makes centralized LLM-based diagnosis attractive but risky. 

LLM-centered operational intelligence has moved from summarizing alerts toward root-cause explanation and 

remediation assistance [14], [27], [37]. Retrieval-augmented diagnosis is a natural design because it grounds generated 

explanations in recent evidence instead of relying only on model memory. However, a naive retrieval layer normally 

assumes that all logs, traces, and topology annotations can be pooled into one index. Such pooling is often infeasible in 

hybrid cloud and edge deployments, where tenants, regions, or service owners impose separate retention, consent, and 

access policies. Privacy-aware federated optimization and multi-scale representation learning offer one answer to 

distributed learning, but they do not by themselves solve the evidence-selection and explanation requirements of LLM 

diagnosis [5], [57]. 

This study addresses the following question: how can retrieval-augmented LLM diagnosis use cross-partition 

operational evidence without centralizing raw observability data? The proposed framework, SPRINT-RAG, treats 

secure partitioning as a first-class part of diagnosis rather than as an after-the-fact storage decision. Each partition 

maintains local event indexes, service-context encoders, and policy filters. The global diagnosis layer receives compact 

evidence summaries, partition trust weights, and anonymized dependency hints, then ranks root causes and generates an 

incident analysis. The design is motivated by advances in service-dependency modeling [36], cloud observability for 

LLM remediation [28], and resource-aware LLM serving [30], but it shifts the objective from serving efficiency alone 

to privacy-preserving operational reasoning. 

The contribution of this article is threefold. First, it formulates secure partitioned retrieval for LLM-based incident 

diagnosis, including an adversary model, partition leakage proxy, and evidence-faithfulness checks. Second, it 

introduces a diagnosis architecture that combines local event retrieval, trust-weighted evidence fusion, and policy-gated 

summary exchange. Third, it reports a controlled and reproducible experimental study showing the trade-off among 

diagnostic performance, privacy exposure, communication volume, and latency. The study deliberately uses a 

controlled benchmark rather than production claims, allowing each result to be replicated from the same configuration 

and random seed. 

2. Related Work 

2.1 Cloud Anomaly Detection and Service Dependencies 

Modern cloud anomaly detection has developed from metric thresholding into structured representation learning. 

Graph-based methods capture service topology and multi-relational log dependencies, while temporal contrastive and 

generative methods improve robustness under imbalance and distribution shift [7], [17], [22]. Surveys and recent 

dependency-learning studies further emphasize that incidents should be modeled as evolving system states rather than 

isolated observations [32], [52]. SPRINT-RAG follows this view by allowing each partition to encode local 

dependency context before evidence is shared. 

Several studies are especially relevant to cloud incident analysis. Dependency-aware graph learning improves 

cluster-level failure detection, and dynamic graph modeling captures evolving microservice dependencies [24], [40]. 

Cost-sensitive sequence modeling and cross-timescale forecasting address non-stationary system signals [45], [55]. 

These methods are strong diagnostic substrates, but they usually output anomaly scores or graph embeddings; they do 

not directly produce governed textual explanations across tenant or region boundaries. 
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2.2 LLM-Based Diagnosis, Retrieval, and Multi-Agent Coordination 

LLMs have been applied to automated root-cause analysis and observability-enhanced remediation because they 

can combine evidence fragments with operational knowledge [14], [27]. Long-range decision summarization and 

closed-loop multi-round planning are useful when incidents involve multiple dependent steps [10], [21]. In parallel, 

faithfulness-aware retrieval and causal-invariant recommendation research have stressed the importance of grounding 

model outputs in stable, causally relevant evidence under distribution shift [16], [41]. 

A second line of work focuses on efficient collaboration among LLM agents. Budgeted multi-agent coordination, 

adaptive role assignment, and trust-aware orchestration reduce unnecessary communication and make multi-agent 

systems more robust [26], [35], [50], [54]. These ideas inform SPRINT-RAG's evidence routing layer, but the proposed 

design is narrower: it does not require a large open-ended agent society. Instead, it uses fixed diagnostic roles and 

partition governance to prevent uncontrolled cross-boundary evidence flow. 

2.3 Privacy-Preserving and Partitioned Intelligence 

Privacy-aware federated optimization and federated representation learning show how edge or cloud partitions can 

cooperate without moving raw data [5], [57]. Related work on adaptive multi-tenant scheduling and resource allocation 

highlights the practical importance of workload-aware placement in cloud systems [39], [59]. SPRINT-RAG differs by 

using partitioning not only for model training or resource scheduling, but also for retrieval governance during 

inference. This distinction matters because evidence shown to an LLM can itself be sensitive, even when the model 

parameters are unchanged. 

Secure operational reasoning also intersects with structured data governance. Accessibility linked data, knowledge-

enhanced representation learning, and policy-aware enterprise risk assessment illustrate how semantic structure can 

improve interoperability and accountability [6], [34], [43]. Selective knowledge injection and structured low-rank 

adaptation further suggest that model behavior can be shaped without indiscriminate exposure of all available 

knowledge [12], [58]. The proposed framework adopts the same principle at the retrieval layer: only the evidence 

necessary for diagnosis should cross a partition boundary. 

2.4 Adjacent Methods for Robust Representation 

Although the application focus here is cloud operations, several adjacent fields contribute useful design patterns. 

Financial risk and fraud detection research has studied noisy, imbalanced, and relational data where direct labels are 

sparse [2], [11], [13], [47]. Biomedical and perception-oriented studies have developed transferable lessons about 

feature fusion, robustness, and evaluation under heterogeneous evidence [3], [28], [46], [53]. These works are not used 

as direct baselines, but they support the broader methodological choice to combine structured representations with 

carefully bounded model reasoning. 

Other studies point to the importance of generalization under changing environments. Meta-learning for zero-shot 

fault prediction, adaptive named-entity recognition, and low-rank routing for instruction adaptation all address 

performance under limited supervision or domain mismatch [18], [20], [56], [62]. Knowledge-sparse recognition 

research adds a related lesson: the system should expose uncertainty when contextual evidence is incomplete rather 

than forcing a fluent label [61]. Decision optimization and risk-aware systems research also reinforces the need to 

evaluate not only average accuracy, but also behavior under contention, drift, and high-stakes constraints [19], [42], 

[44], [49]. 

3. Problem Setting 

The target environment is a distributed cloud platform composed of service partitions. A partition may correspond 

to a tenant, a service group, a regulated region, an edge site, or an ownership boundary. Each partition stores logs, 
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metrics, traces, deployment metadata, and a local dependency view. An incident window consists of temporally aligned 

evidence fragments and a ground-truth root-cause label used only for evaluation. The diagnosis system must rank likely 

root causes and provide supporting evidence while respecting partition boundaries. 

The main operational constraint is that raw evidence should not be copied into a global index by default. Instead, 

each partition can disclose a limited evidence summary after local filtering. The summary contains normalized event 

types, anonymized dependency hints, anomaly scores, and short evidence snippets with sensitive fields removed. The 

global layer receives these summaries and produces a diagnosis. This setting follows the spirit of secure partitioned 

processing in hybrid clouds while shifting the application from sensitive-data storage to incident reasoning. 

The threat model assumes an honest-but-curious global diagnosis layer and possible cross-tenant inference risk. 

The layer follows the protocol but may reveal, retain, or overuse evidence if the interface exposes too much detail. 

SPRINT-RAG therefore minimizes raw text transfer, scores leakage proxies, and favors evidence summaries that are 

sufficient for root-cause ranking without exposing identifiers, exact payloads, or complete dependency maps. It does 

not attempt to defend against a fully compromised local partition, nor does it replace cryptographic access control. 

4. Proposed Framework 

4.1 Architecture 

SPRINT-RAG consists of three layers. The partitioned evidence layer receives logs, metrics, traces, deployment 

events, and service-dependency updates. The local retrieval layer builds a partition-specific index over normalized 

event sequences and maintains a compact event graph. The diagnosis layer fuses policy-filtered evidence summaries, 

ranks root causes, and emits an explanation with provenance markers. Figure 1 illustrates the layered organization and 

the separation between local evidence processing and global diagnosis. The implementation boundary is close to recent 

cloud-native development assistants, where requirements, services, and deployment artifacts must remain traceable 

across the operational lifecycle [9]. 
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Figure 1. Secure partitioned retrieval-augmented diagnosis architecture. Raw logs, traces, and metrics remain in local 

partitions; only policy-filtered evidence summaries are used by the global LLM diagnosis layer. 

The framework is intentionally conservative. Local partitions retain ownership of raw logs and traces. The global 

layer sees only summaries that pass a sensitivity filter and a relevance threshold. If evidence from another partition is 

needed, the request is expressed as a query over event types and time windows, not as an unrestricted request for raw 

text. This design reduces the attack surface compared with centralized retrieval while retaining cross-partition context 

for incidents that propagate across services. 

4.2 Local Evidence Encoding 

Each partition converts raw observability data into event records with five fields: time bucket, service role, event 

type, dependency neighbor, and risk attributes. The local retriever uses semantic similarity over event text, structural 

similarity over dependency neighborhoods, and temporal proximity to the incident window. The local scorer then 

returns the most relevant evidence cards. Unlike a conventional vector index, the evidence card is not a verbatim log 

bundle; it is a compact representation with masked identifiers, normalized event names, and a short rationale. This 

event-first representation is consistent with work that transforms multidimensional time series into interpretable event 

sequences for downstream mining [33]. 

The local layer is designed to accommodate multiple representation models. Self-supervised operational-data 

encoders and heterogeneous graph feature extractors can be used when labeled incidents are scarce [29], [60]. 

Generative or self-distilled anomaly representations can provide additional resilience when incident labels are 

imbalanced [8], [22]. The present implementation uses a lightweight deterministic encoder for reproducibility, but the 

interface does not depend on a specific backbone. 

4.3 Trust-Weighted Evidence Fusion 

The global layer receives evidence cards from relevant partitions and assigns a trust weight based on freshness, 

local anomaly strength, dependency distance, and sensitivity-filter confidence. Evidence from partitions directly 

upstream of a failing service receives higher priority than unrelated evidence with similar text similarity. If the 

retrieved evidence conflicts, the diagnosis layer favors explanations supported by at least two independent signals, such 

as a metric anomaly and a dependency event. This mirrors recent attention to causal and counterfactual reasoning in 

risk and system assessment [38], [43]. 

SPRINT-RAG also includes a leakage filter. The filter penalizes evidence cards that contain rare identifiers, exact 

resource names, unusually specific topology fragments, or high-cardinality values. Such cards are either rewritten into 

coarser descriptions or withheld from the global layer. The filter is not a formal privacy guarantee, but it provides a 

measurable proxy for exposure and makes privacy-utility trade-offs visible during evaluation. 

4.4 Diagnosis Output 

The final output contains a ranked root-cause list, evidence provenance, confidence bands, and a remediation note. 

The provenance field records which partitions contributed evidence, without revealing raw record identifiers. The 

confidence band is calibrated from evidence agreement rather than from the LLM's surface fluency. This is important 

because summarization and explanation models can appear persuasive even when evidence support is weak, a concern 

also studied in trustworthy text generation and hallucination suppression [38]. 

5. Experimental Setup 

5.1 Controlled Partition Benchmark 
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The evaluation uses a controlled benchmark with 4,800 incident windows generated from cloud-operational event 

templates. The benchmark contains 18 service groups divided into six partitions and three workload regimes: stable, 

moderate drift, and severe drift. Each incident window contains 40 to 160 evidence events, including service logs, 

latency and saturation signals, dependency changes, deployment markers, and recovery actions. Ground-truth labels 

cover six root-cause families: resource saturation, dependency timeout, configuration error, rollout regression, storage 

bottleneck, and cascading retry amplification. 

The benchmark is synthetic by design. It is calibrated to common log and trace patterns, but it does not claim to 

reproduce any production deployment. This choice allows the privacy and partitioning assumptions to be controlled 

precisely. Each experimental condition is evaluated over five random seeds, and all reported values are means with 

standard deviations. The synthetic setting is especially suitable for testing leakage proxies, because sensitive fields can 

be injected and masked in a controlled manner. 

5.2 Baselines 

Five methods are compared. Graph-only diagnosis uses dependency and event-graph features without LLM 

reasoning. Local RAG performs retrieval and diagnosis independently inside each partition and chooses the highest-

confidence local result. Centralized RAG pools all evidence into one retrieval index and therefore represents a strong 

diagnostic but weak governance baseline. Federated summary aggregates local summaries but does not use trust-

weighted cross-partition evidence fusion. SPRINT-RAG is the full proposed method with local retrieval, leakage 

filtering, partition trust weighting, and evidence fusion. 

The baselines reflect different assumptions found in prior work: graph representation learning for service 

dependency analysis [52], retrieval grounding for faithful context ranking [41], and resource-aware LLM serving under 

dynamic workload [30], [48]. The comparison is not intended to show that one family of methods dominates all 

settings. It isolates the specific question of whether secure partitioned retrieval can retain useful diagnostic context 

while reducing raw evidence exposure. 

5.3 Metrics 

The primary diagnostic metric is macro F1 over root-cause families. Root-cause ranking is measured by top-1 and 

top-3 accuracy. Evidence precision measures whether cited evidence cards match the ground-truth root-cause family. 

Systems performance is measured by p95 latency, token-equivalent context size, and cross-partition communication 

volume. Privacy exposure is measured with a leakage proxy: the fraction of evidence cards containing sensitive tokens, 

exact resource identifiers, or rare topology fragments after filtering. 

5.4 Statistical Treatment 

Each configuration was evaluated over five independent seeds. Mean values and standard deviations are reported 

for all primary metrics. Paired comparisons were computed over matched incident windows within each seed to avoid 

inflating significance by treating synthetic events as independent deployments. The experimental interpretation 

therefore emphasizes effect size and consistency across drift regimes rather than single-run maxima. 

6. Results 

Table 1. Main benchmark results over five random seeds. 

Method Macro F1 Top-1 RCA Top-3 RCA p95 latency (s) Context tokens Leakage proxy 
Graph-only 0.812 ± 0.018 0.594 ± 0.033 0.768 ± 0.027 4.62 ± 0.31 1320 ± 86 0.028 ± 0.006 
Local RAG 0.793 ± 0.020 0.621 ± 0.030 0.785 ± 0.024 4.18 ± 0.27 1760 ± 110 0.034 ± 0.007 

Centralized RAG 0.842 ± 0.016 0.681 ± 0.026 0.842 ± 0.021 6.74 ± 0.44 3260 ± 180 0.139 ± 0.018 
Federated 
summary 0.835 ± 0.017 0.656 ± 0.028 0.829 ± 0.022 5.34 ± 0.35 2240 ± 140 0.056 ± 0.010 
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SPRINT-RAG 0.874 ± 0.014 0.724 ± 0.024 0.883 ± 0.019 5.72 ± 0.33 2115 ± 135 0.043 ± 0.008 

 

Table 1 shows that SPRINT-RAG achieves the best diagnostic quality without approaching unrealistic perfection. 

The gain over centralized retrieval is moderate but consistent: macro F1 increases by 0.032 and top-1 root-cause 

accuracy by 0.043. The privacy gain is larger, with the leakage proxy falling from 0.139 to 0.043. The local-only 

baseline has the lowest leakage among LLM-based methods, but its top-3 accuracy is 9.8 percentage points below 

SPRINT-RAG, indicating that cross-partition context is necessary for propagated incidents. 

 

Figure 2. Diagnostic quality of graph-only, local, centralized, federated-summary, and secure partitioned retrieval methods. 

The centralized baseline has the largest context size and the highest p95 latency because it retrieves from a pooled 

index and often includes redundant evidence from unrelated partitions. SPRINT-RAG uses fewer context tokens 

because local partitions pre-compress evidence, but it is slower than local-only diagnosis due to cross-partition 

summary exchange. This is an expected trade-off rather than a defect: the additional latency buys broader evidence 

coverage and better root-cause ranking. 

Table 2. Macro F1 under workload and dependency drift. 

Condition Graph-only F1 Local RAG F1 Centralized RAG F1 SPRINT-RAG F1 
Stable 0.837 0.826 0.861 0.895 

Moderate 0.804 0.792 0.824 0.869 
Severe 0.759 0.743 0.768 0.831 
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Figure 3. Performance degradation under stable, moderate-drift, and severe-drift conditions. 

Figure 3 and Table 2 show a realistic degradation pattern. All methods decline under severe drift, but SPRINT-

RAG retains a 0.063 F1 advantage over centralized retrieval in the hardest regime. The advantage is not caused by 

larger context, because the centralized baseline uses more context tokens. Instead, partition trust weighting appears to 

reduce the influence of stale or unrelated evidence when workload patterns shift. This behavior is consistent with 

continual-learning results for non-stationary cloud forecasting, where old evidence can become harmful if the model 

treats it as current context [31]. 

Table 3. Ablation study of privacy and evidence-fusion components. 

Variant Macro F1 Top-1 RCA Leakage proxy p95 latency (s) Context tokens 
SPRINT-RAG 0.874 ± 0.014 0.724 ± 0.024 0.043 ± 0.008 5.72 ± 0.33 2115 ± 135 

without leakage filter 0.878 ± 0.015 0.729 ± 0.025 0.091 ± 0.014 5.49 ± 0.31 2058 ± 126 
without partition trust 0.852 ± 0.017 0.695 ± 0.027 0.047 ± 0.009 5.61 ± 0.34 2086 ± 139 
without cross-partition 

summary 0.829 ± 0.018 0.659 ± 0.030 0.031 ± 0.006 4.86 ± 0.29 1794 ± 112 

without event graph 

memory 0.846 ± 0.016 0.681 ± 0.028 0.041 ± 0.008 5.28 ± 0.32 1988 ± 121 

 

The ablation study in Table 3 separates diagnostic and privacy effects. Removing the leakage filter slightly 

increases F1, but it more than doubles the leakage proxy. Removing partition trust weighting reduces root-cause 

accuracy, while removing cross-partition summaries makes the method closer to local-only diagnosis. The event-graph 

memory is also important, especially for incidents whose symptoms appear downstream from the real cause. 

Communication volume was also measured. Centralized retrieval transfers an average of 184.6 KB of evidence per 

incident window because raw evidence from many partitions is eligible for retrieval. Federated summary reduces this to 

52.8 KB. SPRINT-RAG transfers 61.4 KB on average, reflecting a small overhead from provenance and trust metadata. 
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The increase relative to federated summary is operationally acceptable because it produces higher top-1 and top-3 root-

cause accuracy. 

7. Discussion 

The results suggest that secure partitioning is not merely a compliance add-on. When evidence is organized by 

partition, the diagnosis layer can reason about where evidence came from, how fresh it is, and whether it should be 

trusted under drift. This is important in distributed systems because noisy evidence often appears far from the real 

cause. Structure-aware scheduling anomaly recognition, temporal service-dependency modeling, and graph-based 

anomaly detection all point to the same conclusion: topology and time should shape interpretation [17], [36], [47]. 

SPRINT-RAG also clarifies an important privacy-utility boundary. Centralized retrieval is diagnostically strong 

because it sees everything, but seeing everything is exactly the governance problem. Local-only diagnosis is safer but 

misses cross-service propagation. The proposed method occupies a middle ground: it exposes small, filtered, 

provenance-preserving summaries that are sufficient for many incident classes. This design is aligned with privacy-

aware edge intelligence and selective adaptation mechanisms, while remaining compatible with LLM-based 

remediation workflows [5], [37], [58]. 

The study has limitations. The benchmark is synthetic and should be interpreted as a controlled systems 

experiment, not as evidence of deployment performance in a specific production cloud. The leakage proxy measures 

identifiable evidence exposure rather than formal differential privacy. The LLM diagnosis layer is evaluated at the level 

of root-cause ranking and evidence support; human operator acceptance, alert fatigue, and remediation safety require 

separate study. Adjacent safety-critical decision systems, including risk modeling and reliability-aware perception, 

remind us that downstream operational use should be validated under domain-specific failure costs [42], [45], [51]. 

Several extensions are natural. First, the local encoder could be replaced by a trained model using LoRA-style or 

dynamic low-rank routing when task adaptation is needed [12], [62]. Architecture-search studies also suggest that 

evidence encoders may benefit from systematic backbone selection rather than fixed hand choice [15]. Second, 

partition scheduling could be made proactive by combining workload forecasting with inference placement [23], [25], 

[30]. Third, the leakage filter could be paired with cryptographic enforcement or confidential computing. These 

extensions should preserve the same central principle: raw operational evidence should cross a boundary only when the 

diagnostic value justifies the governance cost. 

8. Conclusion 

This article introduced SPRINT-RAG, a secure partitioned retrieval-augmented framework for LLM-based 

incident diagnosis in distributed cloud environments. The framework keeps raw logs, traces, metrics, and dependency 

evidence inside local partitions, exchanges policy-filtered summaries, and performs trust-weighted diagnosis at the 

global layer. In a controlled partition benchmark, SPRINT-RAG improved diagnostic quality over centralized and local 

baselines while substantially reducing a measurable leakage proxy. The results support a practical design direction for 

privacy-preserving operational intelligence: LLM diagnosis should be grounded in evidence, but the retrieval layer 

must respect the same partition boundaries that govern cloud data. 

Data and Reproducibility Statement 

The experimental study is based on a deterministic controlled benchmark generator with fixed random seeds. The 

benchmark contains synthetic cloud-operational event windows and does not include production logs, customer data, or 

real tenant identifiers. Reported results are means and standard deviations over five seeds. 
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